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Abstract—Mobile Ad hoc NETwork (MANET) is regarded as
one of the most appropriate technologies to connect IoT
(Internet-of-Things). However, intrusion detection for black hole
or flooding attacks in MANET is very complicated due to a lack
of trusted centralized authority and dynamic topology. This
paper proposes an efficient and effective mechanism, Responsive
Probing Mechanism (RPM), to periodically inject probe packets
into normal data stream transmission for the dynamic detection
of misbehavior intrusion. Moreover, an indicator based on the
quality of probe packets transmission is introduced to quantify
the degree of misbehavior intrusion. The simulation results show
that the proposed RPM outperforms the existing solutions in
terms of fast, effective detection and lower calculation cost.

Keywords—Ad hoc On Demand Distance Vector (AODV);
Internet of Things (IoT); Intrusion Detection; Security; Mobile Ad
hoc NETwork (MANET).

I. INTRODUCTION

With sensing, computation, and communication capabilities,
connected nodes can constitute a system to support everyday
life in a smart way, which is known as Internet of Things (IoT).
Future Internet is embracing the Internet of Things (IoT)
concept where smart devices should form fully distributed
peripheral networks. The distributed routing paradigm enabled
by Mobile Ad hoc NETwork (MANET) fits the requirement of
self-managed and autonomic peripheral networks of small
objects [1].

Handshaking of MANETSs with IoT play significant role in
many challenging and advanced application domains like smart
cities, traffic management, controlling, monitoring and logistics
which definitely encourage the need of development of more
secured, challenging and intelligent routing protocols at the
intersection of MANETS and IoT [2].

The nodes of IoT have equal status and there is not any
central control node in the network. Now a unified standard
about IoT routing protocol has not yet appeared. One research
shown that routing mechanism of existing routing protocols
such as AODV, DRS and OLSR and compare their
performance in some given [oT environments. The mechanism
of AODV can have better performances in terms of throughput
[3]. A research assessed the performance of AODV and DSR
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in terms of some applications based on Internet of Things (IoT),
such as Radio Frequency Identification (RFID) service, voice
service and temperature monitoring service. The result shown
that DSR has a better performance indoors while AODV can
better adapt to outdoor complex electromagnetic environment

[4].

However, the AODV routing protocol suffers from various
kinds of intrusions or attacks, which should be carefully
examined when applying MANET as the network structure of
IoT. As a result, threats are quickly evolving to target this new
landscape and consequences of IoT security issues are
increasingly serious. The first infamous category of attacks is
the passive attack, such as eavesdropping, traffic analysis, and
location disclosure. The second kind is the active attacks [2],
such as the black hole attack, gray hole attack, worm hole
attack, sink-hole attack, Denial-of-Service attack, flooding
attack and sybil attack. These active attacks receive lots of
attentions since they are DOS attack that deprive the traffic
from the source node that pose the great threat to the network
integrity.

In this paper, we proposed a responsive probing approach
to detect various combinations of misbehavior intrusion
dynamically happened within a MANET. We proposed a new
probing approach, a responsive detection scheme with
calculating degree of misbehavior intrusion to identify the
existence of dynamic entered misbehaving nodes in routing
path based on AODV protocol.

In a practical scenario for IoT in MANET environment,
assume there is a group of control nodes deployed in a wide
area to continually conduct data stream transmission from
source to destination, there is a need exists to dynamically
detect and eliminate the misbehaved node’s sudden appearance
with data packets dropping, decreasing, flooding or delaying.

We use encrypted probe packets to inject into a data
transmission path that is not obvious for attackers to discover
and circumvent. Also, the probe packets do not affect the
quality of data transmission under enough bandwidth in a
MANET.

The simulation results show that isolating the misbehavior
intrusion nodes can provide a healthy foundation to build a
solution for support higher data transfer throughput and quality



in a MANET. The probe packets are encrypted so that it is not
easy for attackers to discover and of small size so that they do
not consume precious bandwidth.

II. RELATED WORK

Intrusion detection in MANET is a lot more complex than
in normal wireless networks that are fixed, because it is
difficult to collect the required data from the MANET due to
dynamic topology and lack of trusted centralized authority [5].

Many types of routing protocols have been developed for
MANET. AODV is an efficient protocol which has been
widely studied. AODV is a reactive routing protocol that does
not require maintenance of routes to destination nodes that are
not in active communication. Instead, it allows mobile nodes to
quickly obtain routes to new destination nodes [9].

AODV protocol uses three control messages that are Route
Request (RREQ), Route Reply (RREP), and Route Error
(RERR) [8]. A number of solutions to handle the security
issues of AODV have been surveyed and studied [6],[7],[16]~
[24].

There are several researches proposed modified AODV
routing protocol to detect and prevent the specific black hole
attack. Secure AODV (SAODV) [10] mainly incorporates the
notion of node authentication at different points during routing
of traffic through the network.

Reverse AODV (RAODV) [11] protocol uses a reverse
mechanism to create an alternative path in addition to the
actual path formed during route discovery phase. RAODV
deals with the unavailable link between nodes with lesser
routing discovery effort as compared to the AODV protocol
thus saving significant computational resources and energy.

PHR-AODYV Path Hopping [12] based on Reverse AODV
uses multipath communication. It maintains a list of multipath
routes available between source and destination nodes. For
transmitting the data, paths are selected from this list in
sequential order. Broken paths are removed from the list. When
the list becomes empty, the source node initiates a fresh routing
discovery process to search for new paths.

MAODV [13] solves lost link problem by having such an
alternative  path prepared beforehand. This routing
implementation provides better quality of network services.

Dhaval and Pranav [14] proposed a Permutation based
Acknowledgement for most widely used reactive protocol ad-
hoc on demand distance vector routing AODV. Recently, K.
Kranthi Kumar et al. [15] proposed a leak detection system
iterative probing mechanism enables to detect malicious nodes
en-route even if they are colluding. A complex control process
was presented.

The techniques discussed above are compared in Table I
below. Most of the techniques that focus on AODV protocol
enhancement and need additional data structure with
knowledge support. That would increase the complexity of the
system and network processing overhead will increase.

Table I: Comparison of several proposed intrusion detection
techniques based on AODV routing protocol in MANETSs.

Technique Advantage Disadvantage
Secure SAODV mainly (1) All nodes share
AODV incorporates the the same password.
(SAODV notion of node

[10]) authentication at (2) An extra
different points during | computing for
routing of traffic authentication is
through the network. | needed.

(3) This method is
obvious for attackers
to discover and take
intrusion.

Reverse RAODV protocol uses | (1) The cost of

AODV a reverse mechanism preprocessing the

(RAODV to create an alternative path in

[11]) alternative path in addition to the actual
addition to the actual path formed during
path formed during route discovery phase
route discovery phase. | for each node is very

high.

(2) Extra memory and
computing resources
are needed.

PHR- PHR-AODV Sending | The cost of

AODV data through different | preprocessing the

Path routes minimizes the different routes for

Hopping severity of attacks by each node is very high

[12] malicious nodes and extra memory and
considerably. computing resources

are needed.

MAODV MAODYV Solves lost The cost of

[13] link problem by maintaining the
having such an alternative path for
alternative path each node is very high
prepared beforehand and extra memory and
that provides better computing resources
quality of network are needed.
services.

Adaptive An enhancement of (1) Incrementing

Acknowled | Adaptive number of messages

gement Acknowledgement routed in the network.

(AACK (AACK) and TWO-

[14]) ACK of AODV. A (2) Extra memory and
Permutation based computing resources
Acknowledgement are needed.
proposed for most
widely used reactive
protocol AODV.

Leak Iterative probing (1) It needs to apply

Detector mechanism enables to | complex probing

System detect malicious process and share lots

Iterative nodes en-route even if | of information

probing they are colluding. between each

Mechanism legitimated nodes.

[15]

(2) It is not easy for a
leak detection
mechanism to find the
values in data packets
has been tampered.




I1I. PROPOSED RESPONSIVE PROBING MECHANISM
(RPM)

We proposed a Responsive Probing Mechanism (RPM).
Encrypted probe packets are periodically forward from the
selected source node to the destination node by injecting into
the regular data transmission path. A responsive probing
strategy applied to autonomously reduce the scope of new
probing path based on the quality of arrived probe packets.

A. Scenario

In a MANET, assume there is a group of control nodes
Ni(iz1~5) deployed in a wide area as shown in Fig. 1. for
transmitting data stream continuously from the source (N,) to
the destination (N5 ) at time 7;, . There are two malicious
nodes X, (at the time7,) and X, (atthe time 7} ) dynamically

entered into MANET for the purpose of fixing routing path or
maybe carried with the misbehavior intrusion of dropping,
decreasing, flooding or delaying packets.

atT,
N2 N2 X1

2

N1 N3 N5 S N

N

N3 NS

P —d

X2

atTy atT,

Fig. 1: A scenario of dynamically entered nodes in a MANET.

In this paper, we proposed a responsive intrusion detection
scheme with probe packets injected in normal data
transmission to discover the misbehaving nodes that caused
data transferred with dropping, modifying or delaying packets
in a given prearranged routing path from the source node to the
destination node as shown in Fig. 2. (a).

We have considered three basic types of intrusive behavior,
combined with probing packets dropped, modified, and
delayed, shown in Fig. 2. (b)(c)(d) associated with the different
degree of misbehavior intrusion in a MANET.
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Fig. 2: The scenarios of RPM in a MANET with various misbehavior
intrusions.

B. Equations

In our proposed RPM intrusion detection scheme, we
defined notations as follows to describe the set of control nodes
and dynamically entered nodes in a MANET environment.

T; : atime period for each probing process.
Ly, ={N;|0< j<nj} : aset of trusted legitimate nodes in T, .

M7 ={X;|0< j<m} : aset of unknown new entered nodes in 7;

( X ; maybe a legitimate node or a malicious node).

Or, =Ly UM, : aunion sct of nodes in a MANET in time period
T;

We calculate the Degree of Misbehavior Intrusion (DMI) (1)
from the selected destination node which provides an indicator
to identify the degree of malicious nodes existence from the
source node. A responsive probing strategy autonomously
applied to reduce the new probing path scope based on the data
transfer quality by DMI indicator calculated from the probing
packets received. The definition of DMI equation and
parameters derived from arrived probe packets are shown as
follows:

_ number of Probe Packets dropped

q = x100% (1)
total number of Probe Packets
g - number of Probe Packets modified <100% @)
total number of Probe Packets
i lay to deli
4 tlne(.ieay ode VerI.’robePackets «00%  (3)
expected time taken to deliver Probe Packets
3
DMI(Ny,Ny,T) = D wg;,0<=w, <=1 4)

i=1

(1),(2),(3) represents the Probe Packets Deliver Ratio,
Probe Packets Modified Ratio, and Probe Packets Delay Ratio
derived from probing packets received from the source node
N, €Oy to the destination node N, € Oy .

the DMI indicator (4), represents the misbehaving intrusion
degree from the source node N, to the destination node N, at
T, .The w; is a weight parameter, representing the degree of
influence for each type of intrusive behavior.

S={(N,.N,.T,)|[DMI(N,,N,.T;) > z,z >= 0} , represent

a set of suspicious routing path from N, to N, with the value

of DMI is greater than threshold z (z is a configurable value
for sensitivity of misbehaving intrusion).



C. Detection Scheme

The RPM intrusion detection scheme is designed for
intrusion detection by iteratively injecting encoded packets into
the routing path. We illustrated data packets flow in a series of
probing process iteration shown in Fig. 3. At time 7, , a
scheduled encoded packets from source node N, to destination
node N5 . At time 7, , DMI(N,,Ns,T;)) is calculated from
probing scope from source node NV, to the destination node N5,

and zero value of DMI represents there is no misbehaving
nodes from N, to Ns.

At time 7}, in the next scheduled probe packets period,
X, acted as a misbehaving node dynamically entered in the
N, and N; which caused N,
didn’t received any scheduled encoded packets from N, or

maybe got less or much more packets than expected in other
condition.

routing path area between

source destination
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Fig. 3: An example of RPM probing process iteration.

At time 7}, in the next scheduled probe packets period,
X, acted as a misbehaving node dynamically entered in the
N, and N; which caused N,
didn’t received any scheduled encoded packets from N, or

maybe got less or much more packets than expected in other
condition.

routing path area between

When time out occurred in this special show case, N,

behaved automatically as the new source node to send encoded
probing packets to destination node N5 , the value of

DMI(N,,N;,T;) is calculated and greater than zero which
represents there are misbehaved nodes found from N, to Nj.
N; will issue AODV RREP packets to broadcast the malicious

nodes X, found for N, and N, to add S(N2,3,T1) into its

blacklist for eliminating misbehaved nodes.

D. System Architecture

The solution that we propose here is designed to detect and
find the dynamically joined misbehaving nodes. The probing
intrusion detection system architecture is shown in Fig. 4. A

probing timer inside a control node is used to periodically
inject probing packets into the normal data packets sent.

When a node acts as a neighborhood to forwarding data
packets received or time out event occurs, it automatically
calculates the DMI value to detect misbehaving nodes
happened and broadcast data link error and malicious nodes
found by sending AODV RERR and AODV RREP packets
through wireless sensor channel.

Probing Data Packets
Packets Received
(with probe packets)
I I l
Data Proactive Intrusion
Packets Prf)bing Detection
| Semt | Timer 4%
Blacklist of
Control Node Malicious Nodes
—
| RREQ | DATA | HELLO
—— (Malicious
\4
| Reep | AOD Notification)
Protocol
RERR

Wireless Sensor Channel

Fig. 4: System architecture of RPM.

When a node acts as a neighborhood to forwarding data
packets received or time out event occurs, it automatically
calculates the DMI value to detect misbehaving nodes
happened and broadcast data link error and malicious nodes
found by sending AODV RERR and AODV RREP packets
through wireless sensor channel.

A probing packet flow diagram is shown in Fig. 5. The
probing process starts from an initialized probing path at pre-
scheduled time period to continuously forwarding probing
packets from the source node to the destination node, and
responsively choosing the re-probe path scope in the next
iteration that with the most likely chance to identify the
existence of misbehaving nodes.

Initialized
probing path
from N, to N,

1

Send probing packets
at time period T,

]

Restart probing path from
N, toN,
at time period Ti

Does each Nx Receive
Rrobe Packets in time?

Tiy | Yes
Run next
iteration?

no

Calculate DMI
indicator from
Ny, toN;

If DMI>z , broadcasting
misbehaving routing path

Fig. 5: A probing packet flow diagram of RPM.



If probing process encountered time out event or DMI
value is exceed zero in some node, a new probing packet flow
will restart from the node. Any suspicious path found will be
broadcasted by AODV acknowledge back to all control nodes
for elimination of all new entered nodes collected in the
suspicious routing paths found.

IV. SIMULATION

To find the effect of our proposed approach and system to
detect the misbehaving attacker in a MANET system, we do
some experiments as below.

The main objective of simulation is to prove the proposed
RPM is properly securing the existing AODV away from
dynamically joined malicious nodes attacking.

One black hole node is dynamically created, the result of
simulation with the Network Simulator Version-2 (NS2)
simulation parameters listed in Table II. Performance matrix of
our simulation is probing packets delivery ratio.

Table II: Simulation parameters

Simulator NS-2 (ver.2.35)
Simulation time 50 sec.
Number of mobile nodes 50

Number of malicious node 1~3

Topology 600m x 600m
Transmission Range 200m

Routing Protocol AODV
Maximum Bandwidth 0.1Mbps
Traffic Constant bit rate
Packet Size 1600

For simulation, we have

considered three phases i.e., initial

phase without malicious nodes, and second phase with new
entered nodes with misbehavior (as shown in Fig. 6, Fig. 7). In
below tabs show our considered network scenarios.
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Fig. 6: Initial phase without any malicious node.

Due to dynamic nature of the MANET, its network
becomes open to attackers and unreliable. The node
misbehavior such as a black hole attack could significantly
downgrade the performance (there is no packets reach the
destination), so in our simulation we are going to calculate
Degree of Misbehavior Intrusion (DMI)* under the condition
of misbehaving nodes existence.

*(Parameters: W, = 0.5,W2 =0.3, wy = 0.2,andz=0)
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Fig. 7: The second phase with new entered malicious nodes.
(labelled with malicious node # tag)

Packet Delivery Ratio (PDR) is the ratio of data packets delivered to the
destination to those generated by the constant bit rate sources. As the
calculation, Packet Delivery Ratio = No. of Packets Received / No. of Packets
Sent * 100.

Packet Delivery Ratio®™ is an important metric to show how
successful a proposed protocol performs delivery packets from
the source node to the destination node. Fig. 8. Represents the
different PDR performance from 50 randomly generated nodes
contains zero, one, two and three malicious nodes with RPM vs
without RPM in the simulation time period. It showed out that
RPM do get rid of malicious node attacks and keep repairing
data transmission path to support higher data transfer quality in
a MANET. The packet delivery ratio is sustained even with the
existence of malicious nodes in the network when the proposed
probing mechanism is applied.

Packet Delivery Ratio

0,
/"50

malicious nodes  malicious nodes  malicious nodes
num=1 num=2
RPM applied RPM applied

with malicious
nodes

normal
num=3

RPM applicd

Fig. 8: Comparison of Packet Delivery Ratio.



V. CONCLUSION AND FUTURE WORK

The detection of malicious node mechanism for MANET
and AODV routing protocol has the most significant work has
been done and proposed in this area. We have proposed a more
general attack detection mechanism to identify the existence of
dynamically entered misbehaving nodes efficiently, to increase
overall throughput.

In this paper, we have proposed an efficient and effective
routing method with a probing technique with a Degree of
Misbehavior Intrusion (DMI) indicator and a quick, responsive
detection scheme to identify the existence of dynamic jointed
misbehaving nodes at its nearby area in a MANET based on
AODV routing protocol. It does not require any database and
significantly more processing power.

In Future, we will find out a more adaptive detection
scheme by parameters (1w, ,z) learning and put our best efforts

to making out more efficient probing technique with minimized
messages overhead to detect dynamic intrusion in MANETS.
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